RWU Wireless Network Guide

This guide will walk you through the proper procedure for connecting to wireless at RWU. There are
several wireless networks available on campus for different groups of people and areas. Please see
below for a list of Networks on campus.

Network Name | Users Location Notes

“RWUResNet” Students Dormitories Requires Registration and
password

“Studentsl” Students Academic Buildings Requires Registration and
password

“Academics” Faculty/Staff Academic Buildings Requires Authentication

“Public” Conference Conference Buildings Restricted in speed and

Attendees capability
“LCPVD” Law Clinic Users Providence Campus Law Requires Authentication
Clinic
Academics/LCPVD:

If you are using a University-supplied laptop, authentication will happen automatically and no additional
setup will be required when joining the network. If you are an Adjunct Faculty using your own
equipment, please follow the below steps on windows 7:

We need to make some changes to how your computer
connects to the wireless networks on campus. First,
right click the computer icon in button right of your task
bar. Then, click “Network and Sharing Center”

Troubleshoot problems
Open Network and Sharing Center
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Manage wireless networks that use (Wireless Network Connection)

Windows tries to connect to these networks in the order listed below.

Add = Adapter properties  Profile types  Network and Sharing Center

Click the “Add” button.

0 items
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@ W Manually connect to a wireless network
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Fill out fields as you see in

the example on the right. Enter information for the wireless network you want to add

Once you have filled out Network name: Academics
the information, click next
and then click the Security type: \WPA2-Enterprise v
“Change Connection ‘
Settings” button. Encryption type: {AES -
Security Key: Hide characters

Please note: The Network

Name should be changed
to LCPVD when
connecting to the Law
Clinic network.

[] Start this connection automatically

Connect even if the network is not broadcasting
Warning: If you select this option, your computer’s privacy might be at risk.
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Cancel
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Academics Wireless Network Properties

(Microsoft: Protected EAP (FEAP) v | | Settings |
R ber my cred Is for this each
time T'm logged on

Uncheck the certificate verification checkbox as
seen on the right. Click the configure button
under “Select Authentication Method” and
uncheck the “Automatically use my Windows
logon name and password” checkbox.

In the Wireless Network Properties window, please
click the “Security” Tab, followed by the “Settings”
button under “Choose a Network Authentication
Method” See the left image.

Protected EAP Properties

When connecting:
|| Validate server certificate

Connect to these servers:

Bl Ciss 3 Pubic Primory Certicaton Autorty |
[ Entrust.net Certification Authority (2048)

[ Equifax Secure Certificate Authority

|| GTE CyberTrust Global Root

[ Microsoft Root Authority

{1 Microsoft Root Certificate Authority

[] Symantec Root 2005 CA
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Do not prompt user to authorize new servers or trusted
certification authorities.

Select Authentication Method:
Secured password (EAP-MSCHAP v2)

'] Configure...

[V] Enable Fast Reconnect

|| Enforce Network Access Protection

|| Disconnect If server does not present cryptobinding TLV
[ Enable Identity Privacy
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Currently connected to:

/.‘ Studentsl

§” Internet access
Wireless Network Connection A

Studentsl Connected :;“‘

After clicking “OK” attempt to connect to the wireless network. You
can do this by left clicking the wireless icon in the bottom right hand
LCPVD M corner of your screen, followed by clicking the network you would
Students 40 I like to connect to.

Public a

Academics q‘“‘

RWUResNet !\‘“

Open Network and Sharing Center
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You will then be presented with the login window., as
seen on the left. If you are a facu|ty your username is Network Authentication

Piease enter user Credentialy

“Academics\” followed by your first initial, followed
by your last name. If you are staff your username is
your first initial, followed by your last name. For
example, academics\jdoe.

Note: The above process will only need to be
performed once for configuring the wireless network
on your computer. You will be prompted to login to the network each consecutive login.

4' 8 (= Charged iWed 03:31 Q On Macs:
AirPort: On
Turn AirPort Off

No network selected Click the wireless icon on the top Finder Bar, followed by

,/:cta)ﬂemics &= clicking on the Academics wireless network. You will be
ublic - . .

e s - prompted to login immediately.

Students1 =

Join Other Network...
Create Network...

Open Network Preferences... e
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You will then be presented with the login
window, as seen on the left. If you are a
faculty your username is “Academics\”
followed by your first initial, followed by
your last name. If you are staff your
username is your first initial, followed by
your last name

Also, uncheck the “Remember this
network” box. Click “OK” and you will
connect to the network.
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., The network “Academics” requires a password.
-

User Name: [| ]
Password:
802.1X: [ Automatic Q
[_I Remember this network p

(Cancel) ( OK j




